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Connecting to Juniper VPN for the first time

1. If you have this document:

You have been approved by your Supervisor and a IMSD Officer

You have been given permissions to connect over a public network to our private network by Virtual
Private Networking to access CPUC’s network resources.

You have agreed to be in compliant with CPUC’s Users Agreement policy for Virtual Private Network
(please check the intranet for details)

2. Before you connect to the VPN make sure you check the following:

Checked with helpdesk staff that your state issued laptop is installed with the updated juniper
software
Make sure you have an Internet Browser with the pop-up blocker turned off. See PIC1
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Check your browser has the CPUC certificate installed. Under Menu bar (You may need to hit Alt
button to see it), go to Tools/Internet Options/Content/ and Select the Certificates button.
See PIC2
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e Check your Antivirus Software and make sure you have completed a full scan, make sure your
antivirus definition is updated. (This should be at the lower right hand side of your computer screen)
You will see either Symantec Antivirus (See PIC3) or Forefront Antivirus (See PIC3.1 (Circled in red)).

o piraan

Customize...
(P1C3) (P1C3.1)

2 Updated: 4/22/2013 By Jeff Louie



3. Lets Begin!

1. Go to the following website provided below. You may see this screen while the juniper software

automatically installing to your PC. Please be patient, it may take up to 4 minutes. See PIC4

a. https://pucvpn213.cpuc.ca.gov
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If an error prevents a component from loading properly, you can dlick here to continue. Not all functionality may be avaiable.
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2. If You see this screen just hit the button “try again” button. See PIC5
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4 Your computer's security is unsatisfactory
v o 10t meet the g Please follow the instructions below to fix these
problems. When you are done click Try again.
1. Antivirus
Instructions: Juniper host checker has detected the following issue:
™ The Anti-virus Client or virus definition on your operating system is not up to date. ™
To resolve this issue please perform the following
1. If this Is the first time you got this message, try hitting the "try again” button
2. Update your virus definition, By opening the antivirus agent on your lower right hand
corner on the screen and Choose “update” to download the most recent definition
5. 1f you still cannot connect. Please run a FULL anti-virus scan.
4. 1f you still cannot connect, Please contact CPUC Help Desk 415-703-1767 and open a
help desk ticket
Thank You and Have a nice day
Try again
|
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3.

If you see this screen you are ready to enter your credentials. Please enter your 3 digit ID and your
network password. See PIC6
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3 letter user id
Username | — Please sign in to begin your secure session,
Password
\ Network Password
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4. 1t will ask you to choose a certificate. See PIC7

Choose a digital certificate:

2|
- Identification
The website you want ko view requests identification,
! Flease choose a certificate.
Iame | 1ssuer
JuniperyPH

More Infa... | EiewCertiFicate...l

[8]4 I Cancel |
(PIC7)

Updated: 4/22/2013 By Jeff Louie



5. If you will see this page( PIC8). You will also see this icon on the lower right hand side of your screen.
(PIC9). YOU HAVE SUCCESSFULLY CONNECTED TO THE VPN!
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*** If you are not able to connect to the Juniper VPN, Please contact the helpdesk during regular
business hours at 415-703-1767 or send an email to mailto:Help Desk@cpuc.ca.gov?subject=HELP!

THANK YOU AND HAVE A NICE DAY!
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